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Vapor Detection of Trafficking of Contraband Money
--A Discussion of Technical Feasibility

Introduction

The recent tightening of reporting requirements in the electronic transfer of all monies has
forced drug traffickers to resort to bulk smuggling of tons of $5, $10, and $20 bills out of the
U.S. viaMexico for subsequent laundering (1); typical intercepted shipments have had $5 to $10
million or more inillicit drug-trade revenues.

This paper addresses the technical feasibility of the tagging of all money, prior to issue, for
the vapor detection of "large” clandestine caches, when necessary, in vehicles at border
crossings, in aircraft, and in homes as well as commercial buildings using instrumentation
currently being commercialized for the detection of underground fluid leaks for the utility
industry and other commercial activities. Depending on the tagging process, it may be desirable
to tag only specific monies for specific situations; in the end, however, that may be more difficult
to implement, technically and logistically.

Withthe U. S. Treasury's plansto redesign U. S. currency starting with $50 notesin afew
years after following the efficacy of the new $100 bills being issued this year (2), now may be
the time to consider the addition of a cost-effective vapor taggant that should be a " security-
enhancing feature . . . (and) acceptable technologically and politically to society."

Backaground

Starting in the late 1970s, the U. S. Department of Energy (DOE) has been funding the
development and application of perfluorocarbon tracer (PFT) technology (3) at Brookhaven
primarily for tagging and tracing the atimosphere for validation, at up to 3000-km (4), of long-
range air transport, dispersion, and dilution models applicable to accident response following
incidences such as at Chernobyl and Bopal. Asaresult of this R& D, however, commercial
laboratory and portable field equipment have been produced and commercial tracer servicesin a
number of other areas have been started at Brookhaven and by others worldwide, in cooperation
with Brookhaven and independently. Over the ensuing years, the three other major commercial
applications of the PFT technology (5) that have evolved were: building ventilation
measurements (6,7), petroleum reservoir (gas and oil) studies for enhancing recovery from
reserves (8,9), and underground cable leak hunting for the utility industry (10,11). Today, these
three applications and that of long range atmospheric tracing are practiced, commercial activities
throughout the world (e.g., in Australia, Austria, Denmark, England, Finland, Italy, Japan,
Netherlands, Norway, Scotland, and Sweden). Numerous additional publications, reports, and
articles have been written on each of these applications.

In regard to enforcement-type activities, Brookhaven's Tracer Technology Center (TTC)
interacted with and was funded by LEAA, the FAA and AT&F to develop the use of tracer
technology to tag explosives for pre-detonation detection (12,13) and to perform athorough
evaluation of the several PFT tagging procedures and their detectability in various explosive
detection scenarios as indicated by a number of field demonstrations (14). Recently, the Center's
Head testified before Congress regarding the potential for detecting concealed firearmsin
buildings and schools (15). The prepared Statement and the subsequent Testimony further



describe the concept of vapor detection and provide additional background on law enforcement
applications and the safety of the use of PFTsin such activities.

The approaches, concepts, and technol ogies from the above applications have the potential
to establish a new system for significantly reducing the trafficking in contraband money as well
asaiding in other law enforcement areas requiring detection of "large” money caches. This
paper emphasi zes the concept of tagging money for detection in various scenarios, provides
significant detail to support the conclusion of areasonable suitability for a high likelihood of
successful implementaton, and suggests the probable steps to be covered in aresearch,
development, and demonstration program designed to meet the law enforcement needs.

Concept _of Tagging and Detection of Money

In every tagging and detection scheme, whether the tagged item is air (atmospheric tracing
and building ventilation), dielectric fluid (cable leak pinpointing), gas (petroleum reservoir
studies and gas pipeline leaks), or money, the tagging process and the subsequent PFT emission
rate and duration, as well as the practicality and feasibility must be considered in conjunction
with the performance of the detection equipment and the actual field situationsin which the
technology will be used.

Tagging and detection. For this document, some generalizations have been made in order
to demonstrate the potential for vapor detection of illicit money shipments or caches. The details
used to arrive at the suggested PFT emission rates needed to detect various quantities of billsin
different scenarios are given in the attached Appendix A. The conclusion isthat only about 1 pg
of PFT need be added to each bill in the form of microencapsulated particles or liquid-filled
polymer beads with awall material designed to provide a 10- to 30-year lifetime permeation rate
which, asis discussed, appears to be quite attainable. The cost is estimated to be about $10,000
per 2to 5 billion billsissued per year. Tagging at 1 pg per bill, that is, at 1 part per million by
weight of the bill, should have no consequence on the "feel” of the currency.

The minimum limit-of-detection required of the PFT analyzer isin the sub-part-per-
quadrillion (<10-15) concentration regime, a capability that is already available in a prototype
commercia instrument based on a Brookhaven concept. To minimize false alarms, two new
PFTs should be developed and used in a known proportion to assure identification. Within less
than 6 months following the issue of tagged money, the identification of clandestine caches
should be possible; the use of containers, etc., as barriers to militate detection by suppressing
emission ratesisrarely effective.

Money Detectability. At the tailored emission rates per bill, the usual amount of currency
carried by people at normal occupancy levelsin buildings and conveyances would not be
detectable, thus maintaining an essential degree of privacy, but extraordinary amounts could be
detected. Based on the calculationsin Appendix A, Table 1 gives the anticipated minimum
quantity of bills detectable compared to the usual number expected to be present assuming an
average of about 12 hills per person (or 20 when traveling).

For automobiles and trucks, the PFT emission rate, the air exchange rate of the vehicle, and
the sensitivity of the PFT analysis instrument would allow about 100 billsin the vehicle to be
just detectable, almost equal to the number expected to be present. In airplanes, the amount
detectable is about 3 times the expected number of bills to be present; in commercial buildings,



about 10 times; and in homes and small buildings, the detectability is about 25 times the
expected number of bills. Thus, the most sensitivity for detection isin the scenarios most likely

Table 1

Expected Minimum Detectability of Clandestine Money

Occupancy No. of Bills Detectable

(adults) Expected Detectable BillsValue

Auto/Truck 2 50 100 $1,500
Airplane (727) 150 3,000 10,000 $150,000
Home/Sm. Bldg. 3 40 1,000 $15,000

Commercial Bldgs.

--4,000 m3 100 1,200 13,000 $200,000
--40,000 m3 1,000 12,000 130,000 $2,000,000

requiring uncovering of contraband currency and the least sensitivity isin homes and small
buildings (e.g., apartment buildings, etc.) where detection isless likely to be needed (but is still
acceptable).

Detection equipment and situations.  The basic instrument necessary to measure the
presence of tagged money is expected to cost about $100,000 in lots of 1 or 2; such a cost would
generally preclude those purchasers other than special law enforcement groups from acquiring
the measurement capability. The cost would be substantially less for alarger number of units,
perhaps <$10,000 each, when one agency isleasing or buying many for use at multiple sites.
However, ancillary equipment, supplies, and operational experience requirements will still keep
the cost moderately expensive and the use of the tools difficult for the uninitiated.

A brief description of detection strategiesis considered in Appendix A. At border
crossings, vehicles would be sampled for the presence of vapor-tagged money as papers are
quickly checked. Vehicles pulled aside, either as aroutine or because of some suspicion could
be more thoroughly but still quickly (less than a minute or so) screened for money vapors. A
positive signal would be followed up with additional searching aided by more air sampling with
no need to open packages or containers. Pedestrians could also be screened by air sampling
much as explosive detection systems perform such screening. Similarly, airplanes, just prior to
departure or upon arrival, especialy at international terminals, could have the ventilation air
checked for contraband money. The verification of money caches not expected to be present
could also be quickly assessed by sampling air within acommercial building even in the lobby.

Research, Development, and Demonstration Proagram Needs

Improving the ability of law enforcement officialsto intervene in the trafficking of drug
money based on the PFT technology will require a program with the following elements:

1. Review current law enforcement scenarios and strategies designed to intercept
contraband money;

2. Develop protocols for enhanced detection consistent with the PFT technology's
capabilities and projected tagging concepts;

3. Review current time-release technologies for potential incorporation of the PFT vapor
tag;



4. Design, develop, and demonstrate one or more tagging concepts,

5. Develop new PFTs specific for tagging money;

6. Refinethe current PFT samplers and analyzers for operation in specific law
enforcement scenarios,

7. Design and fabricate ancillary equipment in support of detection protocols; and

8. Field-demonstrate existing and new developments for subsequent detection
enhancement.

Appendix A provides a description of how the PFT technology would fare in envisioned
scenarios. Under Elements 1 and 2, Brookhaven would meet with appropriate officials and
develop concepts more consistent with the user's needs and the technology's capabilities. From
previous work, microencapsulation products appear viable as a means to provide the correct
tailored emission rates; their disadvantage may be the need to survive the integlio printing
process. Subsequently, the microparticulate capsules must also survive normal usage and
exposure elements. Other alternative forms of tagging, such as solubilization into substrates
already incorporated or easily modified into the printing paper will be examined in Element 3; a
disadvantage is the age-dependence of the emission rate. This element would require a detailed
examination of commercial technologies in these areas. Brookhaven would work closely with a
number of developers and manufacturers during Element 4 and carefully test the proposed
systems in cooperation with the Bureau of Engraving and Printing (BEP).

Element 3 and 4 can be explored using existing PFTs. At the same time, Brookhaven would
work with the PFT manufacturer, BNFL Fluorochemicals (Element 5) to develop PFTstailored
to meet the emission rate needs and the inherent multi-tracer quality-assurance detection
capabilities. Simultaneously, working with the current commercial manufacturer of the
Brookhaven DTA aswell as new partnersin the horizon for an even further improved
detectability at reduced cost, the Tracer Technology Center at Brookhaven will thoroughly test
the new concepts to be implemented commercialy (Element 6).

In Elements 3 to 6, there will be a close interaction and dependence upon the most
competent and relevant commercial partners such that at the completion of those tasks,
commercia products and protocols for tagging bills and for detecting clandestine money caches
are available for immediate implementation in the current proposed time frame for introducing
the next-generation U. S. currency. To test those products and facilitate that implementation,
necessary ancillary equipment will be developed (Element 7) and demonstrated (Element 8).

Further elaboration of each of these elements would be needed to completely define this
R, D, and D program and the costs for such a research endeavor.

Benefits of Brookhaven's PFT Technology

The capabilities of the PFT technology and the skills applied in the last 15 years by
Brookhaven's Tracer Technology Center (TTC) in the development of the several successful and
ongoing commercial activities, lend an assurance that the technology's ultimate capability to
reduce trafficking in drug money will be thoroughly investigated. In March of 1983, the TTC
first proposed the concept of tagging dielectric fluid for leak detection; today, more than 20 leaks
have been pinpointed and user's of such fluid-filled high voltage cables are seeking to acquire the
commercial capability.





